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from scapy.all import *
a=ssniff(filter="tcp port 4444",prn=lambda x:x.sprintf("{TCP:%TCP.seq%\n}"),count=1)
ack=int([p[TCP].seq for p in a][@])+1
seq=int([p[TCP].ack for p in a][@])
sport=int([p[TCP].dport for p in a][@])
dport=int([p[TCP].sport for p in a][@])
dst=str([p[IP].src for p in a][@])
src=str([p[IP].dst for p in a][@])
send(IP(src=src,dst=dst)/
TCP(dport=dport,

sport=sport,

ack=ack,

seg=sedq,

flags='R"),

verbose=True)

import socket
s=socket.socket(..)
s.bind(..)
s.listen(...)
a=socket.socket(..)
a.connect(..)

Ele K=, (RREFE—THXBXE~</>

Edit
Preferences
Protocols
TCP

Relative sequence number(fB3J %%l =) (requires Analyze TCP sequence)(FEE A& 1
TCP F315)




1.gpedit.msc

2.1 &4/ B & (computer configuration)
3.Windows 1% & (Windows Settings)

4. %415 & (Security Settings)

5. %K B (Local Policies)

6. &4 1% (Security Options)

7. AP P S INETE R EEIE TR B2 5 (User Account Control:Run all
administrators in Admin Approval Mode)

8.2 H(Disabled)

cmd /c echoy | powershell Enable-PnpDevice (Get-PnpDevice -Class Camera).Instanceld
cmd /c echoy | powershell Disable-PnpDevice (Get-PnpDevice -Class Camera).Instanceld
¢ devmgmt.msc

Cameras

Integrated Webcam

Disable Device

https://sqlitebrowser.org/dl/

File

Open Database

All files(*)

C:\Users\%username%\Appdata\Local\Microsoft\Edge\User Data\Default\History

C:\Users\%username%\Appdata\Roaming\Mozilla\Firefox\Profiles\<>.default-
release\places.sqlite



Browse Data

Table(urls)(moz_origins)

firewall.cpl\control panel\system and security\windows defender firewall
secpol.msc\local security policy
ncpa.cpl\Control Panel\Network and Internet\Network Connections

powercfg.cpl\control panel\hardware and sound\power options(3= il Ttk \FE {4 F1 75 35\ 8,
JRIETN)

microsoft.windows.camera:\camera
mstsc\remote desktop connection((TFE 5 1% $%)
powershell_ise.exe\windows powershell ISE
taskmgr\Task Manager(Windows {£%& & IH2§)
cmd.exe\Command Prompt(f5 12 T~ )
powershel\Windows powershell
msedge.exe\Microsoft edge

iexplore\Windows Internet Explorer
explorer.exe\File Explorer(J&E, X4 & R & IES)
eventvwr.exe\Event Viewer

python.exe\python

gpedit.msc\Local Group Policy Editor(Z#h 2H 5k B 45 45 28)
control\control panel(3ZHI E 1)
notepad\NotePad(id =)
ms-availablenetworks:\

ms-settings:network\NetWork Status



ms-settings:\settings
calc.exe\calculator(3T & 88)
services.msc\services(fR5%)
wsreset.exe\Microsoft Store
windowsdefender:\windows security
wmplayer\windows media player
netplwiz\User Accounts(fH ST )
shell:RecycleBinFolder\RecycleBin([E] 1 uk)
psr\steps recorder(|a] F 5 BB iC K £8)
conhost\command propmt(ig ¥ =)
osk\on screen keyboard(RE=EZ)
DpiScaling\settings

nslookup/

compmgmt.msc/Computer Management()
diskmgmt.msc/device manager(f% 2 &IE)
control folders/file explorer options (3443 £ )
virtmgmt.msc/hpyer-v manager
appwiz.cpl/Control Panel\Programs\Programs and Features (= | E#R\F2 FF\T2 F A THEE)
shell:appsfolder\Applications
shell:thispcdesktopfolder

winver\about windows(3<F+ Windows)
iexpress\IExpress Wizard()
vmconnect\Virtual Machine Connection()
fsquirt\Bluetooth File Transfer()

taskschd.msc\Task scheduler()



sysdm.cpl\System Properties (Z 48 1)

devmgmt.msc\Device Manager(i% &% &TE28)
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